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In recent years, ransomware has emerged as a major 
threat to individuals and businesses alike. This is because 
Ransomware, a type of malware that encrypts data on 
infected systems, has become a lucrative option for cyber 
extortionists. When the malware is run, it effectively steals 
a victim’s files and criminals can then demand a ransom 
payment to release them.

Unless you’re completely out of the loop (or living under 
a rock!) you’ve probably seen that ransomware is a hot 
topic in the news nowadays. Businesses, organizations, 
and government offices of all types and sizes have been 
the victims of ransomware attacks — truly nobody is safe. 
Small businesses in particular can be attractive targets for 
criminals… and ransomware is on the rise. McAfee’s total 
number of identified Ransomware “strains” is roughly 16 
million. Ransomware is distributed in a variety of ways and 
is difficult to protect against because, just like the flu virus, it 
is constantly evolving. 

While this all sounds scary, don’t despair! There are ways 
to protect your business against ransomware attacks and 
cybercriminals. In this guide you’ll learn how malware is 
commonly spread, the different types of ransomware which 
are proliferating today, and what you’ll need to do in order 
to avoid or recover from an attack. Let’s make sure your 
organization is prepared!

Introduction



Education
First and foremost, proper education is essential 
when it comes to protecting your business from 
ransomware. It is critical that your staff understands 
the threats that ransomware poses!

• Provide your team with specific examples of 
suspicious emails, and include clear instructions 
on what they should do if they run into a 
potential ransomware lure (i.e. don’t download 
or open attachments, if you see something — say 
something, etc.). 

• Conduct formal training bi-annually to keep 
staff informed and up to date about the risk of 
ransomware and other cyber threats. When new 
employees join, make sure you send them an email 
to bring them up to date about cyber best practices 
(or better yet, bring them into your office for a 
briefing.) 

• Make sure that the message is communicated 
clearly to everyone in the organization, not passed 
around on a word of mouth basis. Don’t play a 
game of telephone with your business’s security 
information!

• Finally, keep staff up to date when new 
ransomware enters the market or evolves over 
time.

Security
Antivirus software should be considered essential 
for businesses. It exists solely to protect against 
ransomware and other risks, and deserves a budget 
allocation. However, it acts best as part of a multi-
layered security approach alongside the following 
security measures: 

• Keep security software is up to date in order to 
protect against newly identified or evolved threats.

• Keep all applications patched and up to date in 
order to minimize vulnerabilities. Patches exist for 
a reason, after all!

• Invest in antivirus technology with ransomware-
specific functionality — typically, this type of 
software constantly  monitors systems to detect 
malicious activities. If ransomware or other 
suspicious activity is detected, the software has the 
ability to block it and alert users.

Because ransomware is constantly evolving and 
changing, even the best security software can be 
breached if it gets out of date or if a vulnerability is 
found. This is why another secondary layer of cyber-
defense is critical for businesses to ensure that they 
can recover their data if malware strikes: backup. 

Cyber criminals armed with ransomware can be a formidable adversary. While small-to-mid-sized businesses aren’t 
often directly targeted by ransomware campaigns, they may be more likely to suffer an attack. 

This is because small business IT teams are frequently stretched thin and may be relying on outdated security 
measures due to budgetary constraints. This creates the perfect storm for ransomware vulnerability. 

Thankfully, there are some tried and true ways to protect yourself and your business against a ransomware attacks. 
Of course, security software is essential. However, you can’t rely on just software alone. A proper and effective 
ransomware protection strategy requires a three-pronged approach, comprising of education, security and backup. 

PREVENTION
Protect Your Business Against Ransomware
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Backup
Total data protection solutions take incremental, 
snapshot-based backups to create a series of data 
recovery points. They can do this as often as every five 
minutes! This means that if your business is the victim 
of a ransomware attack, you’re then able to roll-back 
your data to a point-in-time before the corruption 
happened. 

When it comes to fighting ransomware, there are 
two major benefits of using a total data protection 
solutions.

1. First, you won’t need to pay the ransom to get your 
data back and unencrypted. You can simply roll-
back your systems. 

2. Second, since you are restoring to a point-in-time 
before the ransomware infection, you can know for 
certain that everything is clean, and the malware 
can not be triggered again.

Some data protection products today allow users 
to run applications from image-based backups. 
This backup capability is commonly referred to as 
“recovery-in-place” or “instant recovery.” This form 
of technology can be useful in ransomware recovery 
situations, because it allows you to continue your 
operations while your primary systems are being 
restored, allowing you to keep running with little to 
no downtime. This solution ensures you stay up-and-
running when disaster strikes.

Unfortunately, all it takes sometimes to compromise 
your systems is a simple human error. Whether you’re 
a team of 1 or 100, accidents can happen and you 
might find yourself the victim of a ransomware attack. 
If this happens, don’t panic! We’ve included a handy 
Ransomware Response Checklist so that you’ll know 
exactly what to do in the event that your preventive 
measures fall short.

PREVENTION CONT.
Protect Your Business Against Ransomware
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1. Shut down infected systems 
immediately 

To prevent ransomware from spreading, disconnect 
the infected device from any network it is connected 
to, and turn off any wireless capabilities such as Wi-Fi 
or Bluetooth. Make sure to unplug any storage devices 
such as USB or external hard drives.

2. Determine the strain of the 
ransomware and the scope 

Ransomware usually identifies itself so understanding 
which strain it is can help you decide how to remove it. 
This is also helpful to know when reporting the attack. 
Next, determine how many devices were infected, as 
well as what kind of data was encrypted.

3. Report the incident 
You should of course let your organization know 
about the attack but it’s also important to report it 
to the FBI or your local authorities depending on 
where you are located. This is to help them gain an 
understanding of ransomware and its impact on 
victims, which could help with preventative efforts in 
the future.

4. Evaluate your options 
If you don’t have a backup solution in place to recover 
your data, your other options are to do nothing (which 
essentially means you’ll lose your data) or attempt 
to decrypt your files using a 3rd party decryptor. If 
all else fails, you can pay the ransom but be wary of 
this option as it increases the chances that you’ll be 
targeted again.

5. Prevent future ransomware attacks 
• The first step in preventing future ransomware 

attacks is to educate your employees on 
cybersecurity awareness. The best security system 
in the world can’t always defend against simple 
human errors, so education is key in improving 
your overall security. 

• You should also invest in endpoint security with 
a firewall or third party service that specifically 
protects against ransomware. 

• Finally, you should implement a business continuity 
plan. While business continuity can’t prevent 
ransomware from attacking, it can prevent it from 
succeeding. This can also reduce your downtime, 
which is often the most expensive part of a 
ransomware attack.

So what should you do if you are hit by ransomware? Follow this checklist to ensure you are taking the right steps:

REACTION
Your Ransomware Response Checklist

The Business Guide to Ransomware 5



Keeping your business secure can seem like a tall order, especially if you don’t have experience 
in the IT world. The good news is that even taking these few small steps can make a huge 
difference when it comes to keeping your business safe. The even better news is that SimplicIT is 
always here to help! If you have questions or concerns about your cybersecurity setup, feel free 
to call SimplicIT at 208.326.3800 and set up a free consultation.

CONCLUSION

S ITIMPLIC
TECHNICAL SOLUTIONS
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